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Seminar format and approach

1) This is friendly advice, not a sales pitch.

2) We’ll try to avoid scare tactics, but ransomware is scary.

3) Our aim is to raise awareness of the threat from ransomware.

4) We’ll also share practical steps to reduce your risk.

5) We have a lot of content, so we’ll take regular breaks.

6) Questions are welcome throughout.

7) You’ll also have the chance to delve into the Dark web with Bruce during the break.



Why it’s important to know about Ransomware

Schools are 
ultimately 

accountable

Ransomware 
attacks are 

relatively easy

Ransomware 
attacks are on the 

rise

Schools have lots 
of personal data

Schools have 
limited 

cybersecurity 
budgets

Huge impact on 
victims of 

ransomware



Part 1

6

Introduction to Ransomware

David Wigley

Hampshire County Council



What is Ransomware

Definition

Ransomware is a distinct type of malware 

(malicious software) that aims to prevent you from 

accessing your device and the data stored upon it, 

by encrypting your files. 

The device itself may become locked, or the data 

on it might be encrypted, stolen or deleted.

The attacker will then demand a ransom in 

exchange for the decryption of data. They may also 

threaten to leak the data they steal.

Ransomware

=

Blackmail



1989

First recorded ransomware, 

created by Dr. Joseph Popp 

and distributed to 20,000 

attendees at the World 

Health Organization AIDS 

conference (on floppy disks).

2013

CryptoLocker was 

the first ransomware 

to demand payment 

in bitcoin.

2016

Locky was the first 

widespread ransomware.  

Up to 500,000 phishing 

emails sent out per day.

2017

WannaCry and NotPetya infect 

c200,000 computers across 15 

countries (North Korea blamed).

NotPetya mainly targeted Ukraine 

(US officials estimate more than 

$10B damages).

WannaCry significantly impacted 

the UK NHS.

2021

DarkSide attack 

shuts down Colonial 

oil pipeline for 6 

days. $4.4M bitcoin 

ransom paid.

Sources: ransomware.org, 

NCSC and Project Knapweed

Evolution of Ransomware

2022 to 2023

Successful ransomware 

attack on at least two 

Hampshire Secondary 

Schools.

2020

In response to 

improved backups by 

ransomware targets, 

attackers start to steal 

data and threaten to 

leak or sell it on the 

Dark web.



Who’s being 

attacked?

Over the last 12 months, 

the UK is the second most 

targeted country for 

Ransomware attack.

The number of UK 

declared infections is 

disproportionately high, 

compared with our size.

Note: Number of actual 

infections is likely to be 

higher than the number 

declared.
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Who’s being attacked 

in the UK?

Over the last 12 months, education was 

the second most attacked sector in the 

UK, a far higher proportion than in other 

countries, including the US.

Education has lots of personal data, but 

limited cybersecurity funding.

Ability to target the data of younger 

people (more on that in Part 2).

Source: Malwarebytes Ransomware Report for UK 2023.



Ransomware in the Wild
Project Knapweed constantly monitors the Dark web, looking for posts 

from 163 ransomware groups about who they’ve compromised.

Source: Project Knapweed
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in 3 months



How does it work?

The malware is 

activated, locking 

devices and causing 

the data across the 

network to be 

encrypted, so you can 

no longer access it.

This can spread across 

a network of connected 

computers in minutes.

Access Activation
Ransom 
Demand

Usually you receive an 

on-screen notification, 

explaining the ransom and 

how to make the payment 

to unlock your computer 

or regain access to your 

data.

Payment is usually via an 

anonymous web page in 

Bitcoin cryptocurrency.

Attackers gain access to 

your network (usually 

through email phishing 

or insecure remote 

access). 

They then plant 

malicious encryption 

software (ransomware).



How does it work now?

The malware is 

activated, locking 

devices and 

causing the data 

across the 

network to be 

encrypted, so you 

can no longer 

access it.

This can spread 

across a network 

of connected 

computers in 

minutes.

Access
Explore & 

Control
Theft Activation

Ransom 
Demand

Shaming Publication

Attackers gain 

access to your 

network. 

They establish 

control and 

plant malicious 

encryption 

software.

Attackers move 

silently across 

the network, 

looking for high 

value data.

They also try to 

find your 

backup service 

and disable it, 

so you can’t 

restore.

Also target 

Office 365 

SharePoint file 

versions so you 

can’t restore.

Attackers 

silently steal 

your data and 

copy it to 

places they 

control on the 

Dark web.

You receive an 

on-screen 

notification, 

explaining the 

ransom and 

how to make 

the payment to 

unlock your 

computers and 

data.

They will also 

threaten to leak 

your data on 

the Dark web if 

you don’t pay.

Attackers will 

often publish the 

name of your 

organisation on 

Dark web 

forums, telling 

other cyber 

criminals that 

they have your 

data.

Government 

agencies, 

security 

companies and 

security 

researchers 

monitor these 

forums.

If you don’t pay 

the ransom, 

the attackers 

might release 

your data on 

the Dark web.  

If this is 

personal data, 

it is a major 

data protection 

breach.



What is the Dark Web?

Photo by SIMON LEE on Unsplash 

Deep 

web

Surface 

web

Dark  

web

Surface web is the web that we use all the 

time.  It holds the websites most of us use 

and is indexed, so you can search it using 

Google, Bing etc. 

Deep web is part of the web that isn’t 

indexed, so can’t be searched.  It holds a lot 

of legitimate content including web mail, 

online banking, medical data, video 

streaming, services behind paywalls etc.

Dark web is used for illegal purposes.  You 

need special software to access it.  This is 

typically where ransomware gangs will 

advertise, store, sell and leak stolen data.

5%

95%

https://unsplash.com/@simonppt?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-large-iceberg-floating-in-the-water-qjs2R1lMMcw?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


Ransomware Myths

If you pay the ransom, you’ll get the data 

back and it won’t be leaked.

It’s the attacker’s fault, we’re just victims.

They won’t target schools.

We’re safe with Office 365 or G-Suite.

Our suppliers will look after our data.

In reality

Ransomware is a growing threat.

Attacks are up year by year.

The UK is the second biggest target after 

the US.

Education is the second most targeted 

sector in the UK.

The impact of a successful attack is 

significant. 



Real World Story

The following has been provided by a Hampshire 
School that was hit by ransomware

At their request, we’re not disclosing their name



Day 1 after Easter holidays – everything was down.

• Ensure IT team are extra vigilant towards end of holidays as it seems a 
common tactic to hit schools at this time.

• Have a back-up plan.  We had used “old-fashioned” SIMS which we could 
not access.  Have set of paper registers ready at all times; we have since 
moved to online MIS systems, which would have made life easier.

• Having said that, it took a while to get the internet back running, so be 
prepared to be reduced to nothing!

Real World Story



We were relieved that:

• They were not able to access SIMS

• They were not able to access CPOMS online safeguarding tool

• A great deal of the information was largely useless

• We had a back-up server off site which allowed us to retrieve everything 

Real World Story



Tips:

• Be open and honest with staff and families of students.

• Ensure all communication focuses on the actions of criminals and that we 
are all victims.  Anyone is susceptible to these things.

• Reassure parents of information which has definitely NOT been accessed.  
Many understandably concerned about child protection files etc.

• Ensure you are always “weeding” your files.  Out of date files should be 
deleted in a timely manner.

• Move as much as possible to the cloud.

Real World Story



If it happens to you (I hope it doesn’t):

• Phone ICO helpdesk (they advised to report through “Action Fraud”)

• Report to National Cyber Security Centre

• Inform police (very little resource to support)

• Inform Local Authority 

• Take advice on preparing a press statement – I managed to see off some 
Sun journalists by reassuring them there was not story.

• Bruce and the Knapweed team were an absolute godsend!  Listen to their 
calm reassurances and follow their wise advice.

Real World Story
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Bruce Thomson

Project Knapweed

Ransomware in the Wild



dark web/ransomware
beyond that initial cyber attack

the evolution of the Knapweed fusion cell

Contents TLP:Amber

This work licensed under a 
Creative Commons Attribution 

4.0 International License.
Original work by @cryptomoose

Jan – December: 2023

https://creativecommons.org/share-your-work/public-domain/freeworks
https://creativecommons.org/share-your-work/public-domain/freeworks


The back story

1. Autumn of 2019 I was researching the dark web. Early in 2020 I was presenting on “standard 
crime”, all the usual stuff, weapons, drugs, and pornography to a number of public sector cyber 
security forums around the UK, and preparing to revisit in the summer/autumn 2020

2. Poor quality dark web/ransomware data:
● Opens the door to snake-oil sales, “we have seen your email on the dark web, buy our 

service”! These are often poor, with no context, no password, no dates, no sites, no history 
of very much.

● SIEMs and SOC integrations and thread feeds are often very poor, impacting Sentinel, AV 
USM, Splunk and others.

These two strands led me to what has now become Project Knapweed. (est Feb 2023)



Project Knapweed: why bother?

● The UK Public Sector is often told we have people who do this. If so, they do not 

seem to share things very well!
○ Therefore, it would be good to see what may be discoverable and recoverable from the dark web 

ransomware groups and share this with the broader UK Public Sector who suffer from these attacks -

and their data being on these sites.

○ This can be done via the CyberSec forums/WARPs and other Public Sector groups and organisations.

● To better understand the concept and risk of “associated data”.
○ The personal and organisational impacts from somebody else's breach.

○ Consider your data exfiltrated and exposed to the dark web. The victims of the ransomware incident 

are not aware of what was exfiltrated so they can’t tell you or the ICO.

● To understand what open source tools are available, the time needed to support this 

work and the subsequent support to those impacted:
○ The cost of running them (TCO, capital and revenue expenditure).

○ The cost, time and rigour of reporting. 

○ The moral, ethical and legal positions.
24



Why bother?
It is about the human impacts, get up close...

● Don't think about the numbers, organisations or data sets, think about the humans.
● The data that is exposed, stolen or encrypted is about someone’s life; past, present 

and future.
● Consider the idea of associated data. It’s possible the breached organisation may not 

be aware of what is exposed. Consider the humans impacted by this. Let me tell you 
a true story...

Hence this project, workstream and research.  It’s about each human 
impacted… …and because I can! 

25



Why bother?

Ransomware attacks on schools are increasingly preceded by the exfiltration 
of personal information to feed the big data files used to inform 

Ransomware and AI driven crime:

By the time pupils are old enough to apply for a bank account/credit 
card/student loan that may already been organised by someone else with 
their data leaving them on a digital bad-credit-risk list (the e-death penalty), 
probably after a breach which may not have been known or reported.

26



Why bother?

Administrator FRP Advisory Trading Limited said about 730 employees 
would be made redundant. They said June's cyber attack had damaged KNP 
Logistic Group's financial position and its ability to secure additional 
investment and funding.

KNP Logistics Group was formed in 2016 when Knights of Old merged with 
Derby-based Nelson Distribution Limited, Knights of Old started out as a 
single horse and cart in 1865 and is one of the UK's largest privately owned 
logistics companies.
https://www.bbc.co.uk/news/uk-england-northamptonshire-66927965

27

https://www.bbc.co.uk/news/uk-england-northamptonshire-66927965


So who is attacking schools? – 6th Jan BBC

• Carmel College, St Helens

• Durham Johnston Comprehensive School

• Frances King School of English, London/Dublin

• Gateway College, Hamilton, Leicester

• Holy Family RC + CE College, Heywood

• Lampton School, Hounslow, London

• Mossbourne Federation, London

• Pilton Community College, Barnstaple

• Samuel Ryder Academy, St Albans

• School of Oriental and African Studies, 
London

• St Paul's Catholic College, Sunbury-on-Thames

• Test Valley School, Stockbridge

• The De Montfort School, Evesham

https://www.bbc.co.uk/news/uk-england-gloucestershire-63637883

https://www.bbc.co.uk/news/uk-england-gloucestershire-63637883


Meet Vice Society – there are others:



Can things get any worse?



Can things get any worse?







Ransomware groups

● perhaps the biggest source of raw data for further attacks is stolen/exfiltrated data
○ student/children’s data has a value in terms of clean credit history, as they 

reach credit card age – passport scans are gold.
○ also used in people smuggling!
○ the buying and selling of data in bulk happens, as well as the development of 

data lakes for data matching – probably using the same tools as you on 
Azure/AWS/GCP?

● interconnected point experts, subcontractors and affiliates, escrow and payment 
arrangements via crypto coin – (analysis of crypto coin has been useful here)

Soft yet powerful defense: conferences and events like this
● early sharing of attack techniques used with others schools
● early sharing of attacks / bad day info



Relentless: Scanning of your external stuff:

The reality of the matter, in the ransomware ecosystem, is initial access brokering is cheap and affordable, it is a 

worthwhile investment for ransomware affiliates to establish a good relationship with an initial access broker.

There is an initial access broker who will sell you roughly 1,000,000 misconfigured VPN's for $1,500.

These 'misconfigured' VPNs typically will be companies which have accidentally set a VPN user login to something like 

'test' as the username AND password.

Although this may sound absurd, or unlikely, these are extremely common as organisations may simply overlook small 

errors. However, these misconfigured VPNs are not curated.

Ransomware affiliates might have to spend weeks, or months, sorting through the list determining which companies 

discovered have:

● Money

● Do not violate the rules of the ransomware group

● Have insufficient security posture

● Are outside with CIS (ex-soviet countries).



Regarding targets, another aspect often overlooked

Ransomware operators often do not understand the culture or targets they have 
identified.

For example, we have witnessed these ransomware groups target school systems, 
failing to understand how money is allocated for schools.

They mistakenly believe tax-funded schools are ripe with cash and simply do not 
believe negotiators when they say the victim doesn't have the money. They rely on 
publicly available information (often wrong information) from places like Wikipedia 
or ZoomInfo. They see big numbers and believe that this is the profit margins.

NOTE: Every ransomware affiliate will seek different avenues of gaining access.



..no one is immune..

RANSOMWARE



“we, Knapweed ” share know how on detection
Script Block Logging must be enabled in Windows for all script blocks to be logged.

● Then implement the YARA rule provided in this article within your security systems.
● Enable PowerShell Module and Script Block Logging in PowerShell.
● Check Windows Event Logs Event IDs 400, 600, 800, 4103 and 4104.
● Search for the script’s function names in 4104 events:

○ Work( $disk ) - Show( $name ) - CreateJobLocal( $folders ) - fill( [string]$filename )

Monitor for command lines that include the following: powershell.exe - ExecutionPolicy Bypass - file \\[internal_ip_address]\s$\w1.ps1

● Look for HTTP POST events to /upload endpoints on unknown remote HTTP servers.
● Look for HTTP activity direct to external IP addresses, if you have this visibility.
● Detect spikes in network traffic:

Do you have a network baseline? Use it to determine when network traffic from a set of hosts far exceeds the baseline.  Do you have a 
SIEM, SOAR or log aggregation utility that will allow you to alert on HTTP POST sizes?

● Perhaps look for when a count of POST events to a given site – especially an IP address – exceeds a baseline. Also look into 
alerting for when a POST event has a request size over a given threshold.

● For example, you might want an alert when any POST event has a file size > 10 MB. This will require tuning and insight into 
what is normal in your environment.

● Look into network traffic spikes generated by non-expected accounts. For example, should your Domain Admin, Enterprise 
Admin or general service accounts be making large POST requests? Is this something for which you can generate alerts?



Project Knapweed "basics" of protecting your organistation:

1. If you only use a username and password to access school systems from beyond 
the school network you are at a massive risk.

2. If your IT systems are not fully patched for critical updates within 14 days of their 
release you are at massive risk.

3. Strongly consider adding a DMARC DNS record to your email system so your email 
is trusted and less likely to be used to attack others.

4. Consider doing Cyber Essentials (CE) as a base line for cyber security standards
5. Consider a Security Information Event Management system (SIEM) or Security 

Operations Centre (SOC) – (maybe best at Trust or LEA level).

You can do a lot in an inbox… £4m, or just an entry point to your network/data?



thank you for hearing what I have to say,
questions?

more on dark web, ransomware and email!
https://ctag.gov.uk

https://ctag.gov.uk
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Prepare for Ransomware

Rob Tillman

Hampshire County Council



Proactive Recommendations – Cyber Security Frameworks – NCSC Large Organisations

This framework is aimed at larger organisations.  It has 10 areas which should be reviewed to 

improve your Cyber Security posture. 

Risk management Engagement 

and training

Asset 

management

Architecture and 

configuration

Vulnerability 

management

Identity and access 

management

Data security Logging and 

monitoring

Incident 

management

Supply chain 

security



Proactive Recommendations – Cyber Security Frameworks – NCSC Smaller Organisations

Backup your data Protect from 

Malware

Keep all your 

devices safe

Password protect 

data

Avoid phishing 

emails

• Know what you 

need to backup.

• Keep backups 

separate to the 

computer 

systems.

• Consider cloud 

backup location

• Read NSCS 3-2-

1 guidance.

• Make backups 

part of everyday 

operation.

• Install AV

• Stop staff 

downloading 

unauthorised 

software.

• Patch 

everything, keep 

it up to date.

• Control USB

• Enable firewalls

• Password 

protect all 

devices. 

• Make sure you 

can remote wipe 

devices.

• Keep apps and 

devices patched.

• Don’t connect to 

unknown 

networks

• Turn on 

passwords 

wherever 

possible.

• Use Multi Factor 

Authentication.

• Avoid predictable 

passwords

• Change all 

default 

passwords.

• Password 

managers.

• Restrict accounts

• Report all 

attacks

• Check your 

digital footprint 

• Stop, Think, 

Breath (user 

training)



Proactive Recommendations

Prepare

• Baseline your school

• Response plan and business continuity plans

• Staff Engagement and training

Technical Controls

• Backups

• Prevent delivery

• Prevent it spreading

• Monitor and Alert



Proactive Recommendations - Baseline Your Cyber Security Position

The National Cyber Security Centre (NCSC) offer a cyber action plan on their website - 

https://www.ncsc.gov.uk/cyberaware/actionplan 

https://www.ncsc.gov.uk/cyberaware/actionplan


Proactive Recommendations - Prepare – Business Continuity Plan

Key aspects (business continuity IT related)

• Know what data you have. (for example what data do you hold, on whom)

• What are your business-critical systems. (where are they hosted? (SIMS, Finance) How do you access those 

systems?)

• Know what do you need available to run the school. (What business processes and associated IT systems you 

are needed to run the school. Are there non-IT options to run those processes? What will you do if IT is 

unavailable?)

• Know who your stakeholders are. (Have an offline list of useful contacts.  This should include emergency 

contacts such as NCSC, Action Fraud and any IT response partner you might need to engage.)

• Know what your endpoints are. (this should include any system used to access your data. Tablets, PC’s 

laptops, servers, phones.)

• Know what is on your network. (often overlooked things like building management systems, specialist printers 

and tills all need to be considered.)

• Know who you connect to and what data they hold on your behalf.  (Supplier chain vulnerabilities are becoming 

increasingly prevalent, so it might not be your systems that are compromised directly!)



Proactive Recommendations - Prepare – Response Plan.

Key aspects (response plan)

• Agree pre-approved actions. (Time is critical during a response.  If you are happy for the IT team to turn 

off, web servers, or the admin and curriculum networks in event of ransomware, pre-agree that!)

• Make decisions. (document them e.g. Does your response include evidence protection or just recovery 

steps? It is incredibly difficult to hold ransomware threat actors to account, protection of evidence is 

probably not likely to be beneficial so you may want to focus on speedy recovery.)

• Know how to isolate your network. (Internet access, Partner VPN’s, other schools)

• Know how to turn off access to systems. (both on-premises and cloud solutions)

• Know how to secure your offline backups.

• Know who you need to talk to. (the main stakeholders, but also have statements prepared for the 

inevitable press questions.)

• Have pre canned statements



Proactive Recommendations – Prepare – Staff Engagement And Training 

Probably one of the key areas for cyber security is staff!

• You will never be able to cover every single technical scenario with training and advice.  

• As we cannot cover everything, psychology becomes as important as technology. 

• Staff are your first line of defence when it comes to cyber security, they are also your last line and 

possibly the weakest link. 

• Undertake email phishing training, there are a lot of free options out there to do this.   

• When doing this, ensure you give support to staff who “fail”.

• Get staff thinking about their digital footprint (e.g. devices, USB sticks, email accounts, 

passwords, social media etc.).

• Cultivate a culture of shared responsibility. 

• Promote open discussions. 

 



Proactive Recommendations – Prepare – Staff Engagement And Training 

Some unpopular recommendations: 

• Don’t allow staff to use their work email for personal purposes.  

• Don’t allow staff to use social media unless it is directly for their role. 

• Don’t allow staff to use web mail, unless it is directly related to their role. 

• Limit internet browsing in general (you’ll already be doing this).

 



Adversary 
Tactics

Deception
Emotional 

Stress

Time 
Pressure

Isolation

Greed Exploitation
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Stay Safe - Stop. Breathe. Think.

We protect each other –
don’t act alone.

Talk to your social circle, 
work circle, official support 
channels – especially if 
you have/think you have 
been tricked

Trust but Verify

Use another method to 
confirm legitimacy

Question it

Why have I received this? 
What’s its purpose?

Look for warning signs

“Trust your feelings”

Use information you’ve 
sourced yourself 

URLs, phone numbers, 
email addresses etc

You are in control

The burden of proof is on 
it/them. Challenge, stall, 
question.

Don’t be afraid to say 



1. One of these URLs is legitimate and downloads a zip file, the other is malicious and downloads 

evil.exe – which one is which?

2. Why does the malicious one download evil.exe?

Brain Teaser



Answer



Proactive Recommendations - Technical Controls - Backups

Aspects to consider for backups. 

• Identify all your key data and systems.

• Have a regular backup schedule, ideally nightly.  

• Immutable backups are becoming essential!  

• Consider backups of cloud services (OneDrive, Exchange Online, 

SharePoint)

• Considering backing up to the cloud, or back up to another school.

• Test your backups on a regular basis.

• Verify your backups. 

NCSC recommends a  

3-2-1 backup strategy:

• 3 copies of data

• 2 locations

• 1 offline or protected



Proactive Recommendations - Technical controls - Prevent delivery – User Aspects

The simple things 

• All accounts should have strong passwords. (Good practice - three random words, 15 characters, 

complex)

• Two factor authentication should be enforced on all accounts.

• Avoid password reuse. (do not use work passwords for any personal use)

Least privilege principle

• User accounts should only be granted the privileges they need to do their job.

• Separate user accounts for high privileged functions and standard user activities. 



Proactive Recommendations Technical controls - Prevent delivery - IT Team

Secure By Design (Layers of protection) 

• Segment your network.

• Implement patch management and lifecycle processes for new systems / software.

• Limit and control external connectivity, especially RDP services and remote assistance tools.

• When implementing solutions which leave the School environment ensure there are remote 

wipe capabilities.

• Implement multi factor authentication for all systems if used over internet. 



Proactive Recommendations Technical controls - Prevent delivery - IT Team

• Enable all available email protections you have available.

• Limit web viewing (No access to social media for example).

• Implement NCSC PDNS as soon as it becomes available.

• Change default passwords.

• Provide password management capability, use it.

• Monitor your estate – external and internal scans



Proactive Recommendations - Technical Controls - Prevent It Spreading

Endpoint protections

Patch Operating systems regularly. Physically protect access to devices.

Patch software regularly. Enable and configure local device 

firewalls.

Ensure anti-virus is enabled. Encryption to protect in event of  theft.

Disabled USB storage. Create allow lists for application that 

can be used. 

Password protect devices. Unpopular opinion - Standard users 

should not have local administrative 

rights on End Points. 



Proactive Recommendations Technical Controls – Monitor and Alert

NCSC Early Warning (free for public sector) 

Early Warning is a NCSC service designed to inform your organisation of potential cyber attacks on 

your network, as soon as possible. The service uses a variety of information feeds from the NCSC, 

trusted public, commercial and closed sources, which includes several privileged feeds which are 

not available elsewhere.

Security Information and Event Management (SIEM) solutions

SIEM solutions aggregate log data from all your devices and systems across the organisation.  It 

undertakes analysis of the data and reports back threats so you can react to them. There are 

dozens of options on the market, with various services attached to them. Or you can opt for 

opensource versions. 



Ransomware event



What to do in worst case scenario - Should I pay the ransom?

Ransomware is a blackmail technique. 

Law enforcement does not encourage, endorse nor condone the payment of ransom demands. If 

you do pay the ransom:

• There is no guarantee that you will get access to your data or computer

• Your computer will still be infected

• You will be paying criminal groups

• You’re more likely to be targeted in future

• They will still have a copy of your data

For this reason, it is important that you always have a recent offline (protected) backup of your 

most important files and data.

https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2022/07/ico-and-ncsc-stand-

together-against-ransomware-payments-being-made/

https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2022/07/ico-and-ncsc-stand-together-against-ransomware-payments-being-made/
https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2022/07/ico-and-ncsc-stand-together-against-ransomware-payments-being-made/


What to do in worst case scenario – Response - Invocation of plans

• Consider incident response specialists to assist.

• Ask for help.  Talk to initiatives such as Project Knapweed.

• Evidence or Recovery

• Investigation, check for indicators of compromise

• Power everything down. 



What to do in worst case scenario – Response - Investigation Common stumbling points

• Starting mitigation before investigation finishes.

• Touching adversary infrastructure.

• Pre-emptively block adversary infrastructure.

• Pre-emptively change credentials.

• Fail to collect log data which will identify route cause / entry point.

• Communicate across, or use systems on same compromised network.

• Treating symptoms, not the root cause.



What to do in worst case scenario – Response - Investigation 

Answer the key questions – who, what, when, why.

Who undertook it?

• Where / How did they get in.

What did they do?

• Ransomware (what did they target, OS, user files, email?)

• Credential theft. 

• Evidence of Backdoors.

• Scope of infiltration (e.g. admin, curriculum).

When did they do it?

• First indicator of compromise.

• First action against systems.

• Any virus alerts?

Why?

• Extracted data / extortion?

• Monetary / ransom.

• Malicious content on web site? (extremists)



What to do in worst case scenario – Response - Investigation 

Answer the key questions – indicators of compromise

Commonality of infected systems

Subnet

Type of server

Domain

Operating System

Check for communication to command and 

control server

From servers

From devices

From network components

Checked for evidence of malicious applications 

Bloodhound

AD Recon script

Rubeus

Responder

WebHunter

CrackMapExec

Check for remote management tools being active

AnyDesk

Atera Remote management

Ngrok.io

Remote manipulator system

Splashtop

Teamviewer

Check anti virus alerts

Time stamps if picked up

Services being stopped



What to do in worst case scenario – Response - Investigation 

What did the threat actor get to

Domain controllers?

Data Servers?

Web Servers?

Authentication services?

Payment services?

Local server password cache (stepping stone to other 

devices / domain admin)

Checked for evidence of Account / AD modification 

New users (domain or local)

Domain admin group changes / local admin group

Other privileged group changes

Check for evidence of any interaction with Azure 

Tenancies

New users

Global admin functions assignment

Other privileged roles

Check Network traffic

Out of the organisation? (exfiltration of data to drop box 

services? ftp/sftp)

Between impacted hosts?

To other hosts?

Check for automation

Any scheduled tasks created?

Any rules created for email accounts?

Plan for investigation

Specific evidence / areas of interest

How to ascertain timelines (IIS logs, event logs on 

compromised components)

Entry point user (phishing, macro content, malicious files, 

browser) or system (RDP, misconfiguration)

Account validation, what accounts used, compromised 

account / domain process



What to do in worst case scenario - Recovery

• Ensure the entry point is identified. 

• Verify devices – hypervisors, laptops, PC’s.

• Verify Network components – are they AD linked? Isolated credentials.

• Verify with partners – did the infection hit them, are they clean?

• Rebuild – bare metal, level of compromise ascertained (is your firmware OK?) 

• Creation of clean zone networks or processes. 

• Restore – “good” verified backup data set, offsite (check against initial times of IOC’s)

• Ensure entry point is closed. 

• Continued communication with stakeholders

• Check restored data

• Virus scan it.

• Check for unknown or unusual files or folder structures.

• Are encrypted files still prevalent. 

• Change every password in the school.  The threat actor could well have taken copies of Active Directory 

to crack offline and come back. 



Review the privacy settings 
for your social media, 

professional networking sites 
and app accounts.

Review
Know who to report any 

unusual activity to. If you’re 
not sure, ask your line 
manager or IT team.

Know
Check your device is set to 

receive updates 
automatically. 

Check

Remove any apps that have 
not been downloaded from 

official stores.

Remove
Check that the 

password for your work 
account is unique.

Check
If it’s not possible to follow 
security advice, process or 

policy - flag it to your IT team.

Flag it
Set a strong password and 

switch on two-factor 
authentication, if available, for 
your most important accounts.

Set

Your checklist

Summary



Summary

We have covered a lot of topics during the presentation.  Here are some key take aways: 

1. Make time for cyber security, it is a lot to deal with, break it down and spread it out.

2. Cyber security is everyone’s responsibility within the school, not just the IT staff. 

3. Treat it as a continuous improvement programme, train your staff on a monthly basis. 

4. Do the NCSC baseline work.

5. Your data is your crown jewels.  Back it up, make it safe. 

6. Use multi factor authentication on everything you can access over the internet.

7. Check that your suppliers are safeguarding your data.

8. Assume you will be attacked and have a plan.
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Your feedback matters

Please scan the QR code 
to complete our online 
training evaluation form 

Or access the form using 
the URL below 
https://forms.office.com/r/QE21XtDJ2r

Thank you!

https://forms.office.com/r/QE21XtDJ2r
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Useful links

NCSC Guidance 
https://www.ncsc.gov.uk
https://www.ncsc.gov.uk/cyberaware/actionplan
https://www.ncsc.gov.uk/collection/board-toolkit
https://www.ncsc.gov.uk/files/NCSC_Cyber-Security-Board-Toolkit.pdf
https://www.ncsc.gov.uk/files/Ransomware_what_you_need_to_know.pdf
https://www.ncsc.gov.uk/guidance/principles-for-ransomware-resistant-cloud-backups
https://www.ncsc.gov.uk/blog-post/ncsc-cyber-security-training-for-staff-now-available
https://www.ncsc.gov.uk/collection/10-steps
https://www.ncsc.gov.uk/section/education-skills/cyber-security-schools
https://www.ncsc.gov.uk/information/cyber-security-training-schools
https://www.ncsc.gov.uk/collection/device-security-guidance
https://www.ncsc.gov.uk/information/early-warning-service
https://www.ncsc.gov.uk/blog-post/offline-backups-in-an-online-world
https://www.ncsc.gov.uk/collection/secure-system-administration

At CyberUK 2021 they did a specific session on ransomware which is well worth checking out.  
https://youtu.be/FppzWedY0ic

https://www.ncsc.gov.uk/
https://www.ncsc.gov.uk/cyberaware/actionplan
https://www.ncsc.gov.uk/collection/board-toolkit
https://www.ncsc.gov.uk/files/NCSC_Cyber-Security-Board-Toolkit.pdf
https://www.ncsc.gov.uk/files/Ransomware_what_you_need_to_know.pdf
https://www.ncsc.gov.uk/guidance/principles-for-ransomware-resistant-cloud-backups
https://www.ncsc.gov.uk/blog-post/ncsc-cyber-security-training-for-staff-now-available
https://www.ncsc.gov.uk/collection/10-steps
https://www.ncsc.gov.uk/section/education-skills/cyber-security-schools
https://www.ncsc.gov.uk/information/cyber-security-training-schools
https://www.ncsc.gov.uk/collection/device-security-guidance
https://www.ncsc.gov.uk/information/early-warning-service
https://www.ncsc.gov.uk/blog-post/offline-backups-in-an-online-world
https://www.ncsc.gov.uk/collection/secure-system-administration
https://youtu.be/FppzWedY0ic


Useful links

South East Cyber Resilience Centre
https://www.secrc.police.uk/
https://www.secrc.police.uk/helphacked
https://www.secrc.police.uk/_files/ugd/129c98_548
25bebd62c4ecdb7816ebaa471258b.pdf

Action Fraud 
https://www.actionfraud.police.uk/

CISA 
https://www.cisa.gov/stopransomware
https://www.cisa.gov/stopransomware/ransomware-
guide

SecureWorks 
https://www.secureworks.com/research/ransomwar
e-evolution

Cyber Griffin
https://cybergriffin.police.uk/

South East Cyber Crime Unit
https://southeastcyber.police.uk/
https://southeastcyber.police.uk/cyber-small-organisations/
https://southeastcyber.police.uk/cyber-large-organisations/

National Protective Security Authority
https://www.npsa.gov.uk/
https://www.npsa.gov.uk/security-campaigns

https://www.secrc.police.uk/
https://www.secrc.police.uk/helphacked
https://www.secrc.police.uk/_files/ugd/129c98_54825bebd62c4ecdb7816ebaa471258b.pdf
https://www.secrc.police.uk/_files/ugd/129c98_54825bebd62c4ecdb7816ebaa471258b.pdf
https://www.actionfraud.police.uk/
https://www.cisa.gov/stopransomware
https://www.cisa.gov/stopransomware/ransomware-guide
https://www.cisa.gov/stopransomware/ransomware-guide
https://www.secureworks.com/research/ransomware-evolution
https://www.secureworks.com/research/ransomware-evolution
https://cybergriffin.police.uk/
https://southeastcyber.police.uk/cyber-small-organisations/
https://southeastcyber.police.uk/cyber-small-organisations/
https://southeastcyber.police.uk/cyber-large-organisations/
https://www.npsa.gov.uk/
https://www.npsa.gov.uk/security-campaigns
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